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1. HIACTIOPT PABOYEI MPOTPAMMBI YYEBHOM
JUCIHUILINHBI

3amnTa uadopMannH
1.1. ObnacTh npHMEHEeHHs IPOTrPAMMEI
Pabouas nporpamMMa y4eOHOH AUCLMIUIUHBI ABAAETCS YACTBIO OCHOBHOM

npodhecCHOHANTBHON 00pa30BaTSILHOM MPOIPAMMEL.

1.2. Meero MHMCIHINIMHBI B CTPYKTYpe OCHOBHOH mnpodeccHoHANBLHOH
o0pazoBaTe/ibHOH  mporpamMmbl:  JlaHHas — OUCIMIUIMHA  OTHOCUTCA K

o0menpodecCuOHAIEHEIM JUCLHAILTHHAM TPodecCHOHANBHOTO MK,

1.3. Henun u 3aaa4d JHCHHIUIHHBI — TpeOOBaHHA K PpPe3yJbTATAM OCBOCHHNA
AHCIUTLJIHHBI:
B pesynpTate OCBOSHUS NUCIUILTAHEL O0YYAIOMMACS TOKEH YMETh:
— HCIIONB30BATh pa3IM4HbIE TEXHUYECKHE CPENCTBa B Ipolecce o0padoTKH,
XpaHeHus U epeaadu HHHOPMAaIuuy;
— OIpeAeNsTh BOZMO)KHBIE BUJEI ATAK;
— KIaccupUIMpPOBATE OCHOBHBIEC YIPO3bI 0€30MaCHOCTH HH(POPMAIIHN

— IPUMEHSATH KpUnrorpadguieckiue MeTOAbI 3allUTh HHQOpMAaIliy;

B pesynpTare 0CBOSHUS MUCITUILIMHEI O0YUAIONIHICS NO/LKEH 3HATE:

— CYITHOCTH ¥ TOHATHE HHQOPMAITMOHHOM 6€30ITaCHOCTH, XapaKTEPUCTUKY ee
COCTABIIFOLINX

— MecTo HHGOOPMAIMOHHOM (e30MIaCHOCTH B CHCTEME HAHMOHATBHOM
0e30I1acCHOCTH CTPaHEI

— WMCTOYHUKHY yrpo3 nahopManuouHoi 6e30MaCHOCTH U MepPhI 1o UX
IPeIOTBPAIIEHAIO

— COBpEMEHHBIEC CPEICTBA U cIocoOrl obecneueHus nHGOPMAauOHHOH

0e30IMacHOCTH



1.4. PexomMeHayeMoe KOJHYECTBO YACOB HA OCBOCHHE NPOrpamMMaeI
AUCHMITHHBL:
MaKCHMaJIbHOH y4eOHOH Harpysku o0yuaromierocs 141 4acoB, B TOM YKCIe:

aynuropHol ydebmolt paborhl ofyuaromierocs (o6a3aTenbHEIX yUeOHbIX

3aHATUN) 94 4acos;

BHEAY/IUTOPHOH (CAMOCTOSITENEHOM) yueOHOH paboTsl 00yuarommerocs 47 4acos.



2. CTPYKTYPA U COAEP) KAHUE YYEFHOR TACIIMILIVHBI

2.1. O6bem yuebHOH AHCHHIANHEI H BUABI YiIe0HOH padoThl

Bua yueOnoi padornl

Obvem uacoe

Maxkcumanbuasi yae6Hasi Harpyska (Beero) 141
AyautopHas yueOHasm paGora (o0s3aTeabHbLIE Y4YeOHbIE 94
3aHATHS) (BCEro)
B TOM YHCHE!
1abopaTOpPHEIE 3aHSATHS -
MPaKTU4YECKUe 3aHATUSA 40
KOHTPOJBHEIE paOOTEl -
Kypcosas paboTa (IIpoexT) -
Bueayautopuass  (caMocrodTenbHas1)  ydeOHas — padorta 47
ody4armerocs (Bcero):
~ IOJAr0TOBKA K 3a4eTy 117
— [OAroTOBKA K MPAKTHYECKOMY 3aHATHIO 18
— odopMieHHE OTIETA 18

Hpome:xyrounasa arrectanus B popme guddepeHnIHPOBAHHOIO 3a4€Ta




2.2. TemaTu4eckuii nnag u cojep:kaHue YIeOHOH AHCIHIIHHDE

3aiuura uHbBOPMaUA

Haumenoranue Couepxarne yueGHoro MaTepHa/a, TabopaTopHbie H NPAKTHIECKHE PABOThL, BHEAYTHTOPHAN (CAMOCTOATE LA AS) OfLem vacos YpoBreHkr
pa3aesioB H Tem yuebuan pabora 00yuaIuuxes, KypeoBasi pabora (NpoeKT) (eciu Apedyemompennl) OCROCHHA
1 2 3 4
Pazgen 1. Konuenuua s 4
QCNOBHEIE HAITPERTTEHMSA
ofeCcIeIcHHA
De30NaCHOCTH
HHPOPMAIIMOHHOHA
OC300AcHOCTH
Tema 1.1. Conep#anne yaeGHOTG MATEPHATA 4 2
Huopmarommas l. Tlonsrue wedopmannoHHol GesomacHOCTH. MeXTyHapOAHKE CTaRAAPThI HHOOPMAIKONHOrO 0bMera. [IoHATHE
GesomacHoCTS. yrpozsl. JleHcTBus, NpMBOIAIUHE K HEMpaBOMEpHOMY OBNaigHHId KoHGWMaeHNMANEHOM WrpopMmaumy. B
Kaaccnduxamss yrpos NPOTHBEHKOB «HAPYLIMTENCID).
2. OcCHOBHEIE KOHLETTYaNbHEIC IONOKEHWS CHCTEMbl 3amMTEl HHGoOpManue, OGLeKTh, MCTOYHHKH Yrpo3.
Knaccnduxauna yrpos. Hampasnerys obecneyeHus HHYOPMAITIOHHOH 6E30MACHOCTH
Paspen 2. Obecneuenue 24
utpopmayuonn ol
Bezonacrocmu
Tema 2.1, IIpasoroe | Cogepiaune yueGHOr0 MaTepuana 4 2
ofecreveime 1. T'ocynapcTReHHas ONHTAKA HHGOPMAITHORHOM GesonacHocTH. Opransl obecTeqenns nH(OpMaIMOHHOMH
HHQOPMALHORKOI 6ezomacrocTH. JTnueH3upoBaKie FesTeNLHOCTH B 0GNacTH HH(pOpMATOHHOH 0e30TacHOCTH
fesonacrocri 2. TlpaBoBrle aKTHl, IPARKNA, POLESAYPEL H MEPOTIPHATHS, 05ecIeyHBAIOIIME TIPaBOBYIO 3AIIATY WHOPMAIHH
[pakTHUyecKHe 3aHATHSA 4 2
Co3panme Mofend v opMaImoHHoH Ge30MacHoCTH
CamocrosTensHas padoTa NOATOTOBKA K BEITONIHEH MG NPAKTHYECKOH paboTel, oopMIeHHe oTyeTa 4
Tema 2.2, Copepsranue yue6HoT0 MaTepHATa 4 2
OpranusanHoRHoe 1. OcHOBHBIE TIOMOMEHNA TEOPHH HHPOPMAIOHHO# Ge30nacHOCTH HHDOPMAITHORHEIX CHCTEM
obecnederue 2. Mogenu 6e30TIACHOCTH M MX NpUMeHeHAE. OPraHy3aliOHELE MEPONPHATHS HE(GOPMAITHONHOA 5e30IIACHOCTI
HH(OPMAIOHHOH
GesonacHocTH
Tema 2.3 Texnzuecxne | Conepmanue yuefHoro matepnana 6 2
cpencrea obecneueHun 1. Knmaccuukanms cpencTs HHKEHEPHO-TeXHIMeCKOH 3amHTH. TeXHIMECKNE KaHabl YTETKH MHDOPMALIIL,
HHPOPMAITHOHHOH 2. Kraccuturarms, BRABIeHHS (IOUCK) TEXHAIECKHX KAHATOR YTk uH(GOpMaliy. VHAHKATOPE! IO,
bezonacHocTy UHTEPCENTOPE! H H3MEPUTENH YACTOTH .
3. IlporpaMMBO-aImIapaTHEE NOMCKOBBIE KOMILIEKCEL. CPEACTEA KOHTPOL ABYXIPOBCAREIX THEHN, MeToas! A
CPeacTRa 3AMATH HHPOPMALMY 0T YTEUKH JI0 TeXHAIECKHM KAHAIAM
Pazaen 3. Ocnosst 50
Kpunmozpaguu
 Temad.l. Coneprxanne yeGHOro MaTepHaa 6 2
Ipanumponmbie cheremer | g, [lepecranonouneie mupsL. [lumpp mepecranorku «ckurara». [lndpyromee Tabnuup, [IpAMeHeHRe MATHYECKNX
urvppozans kpagpatos. Lludpylomue tabauust. [oacranosodrsie mupper, [Tonubuanckuil kBagpaT
2. ugp Hesapa. Cucrema mudposanng Buskunepa, [IpAMeHEHHE OEPALHH «MCKIIOYAIOMETe AIH», OAHOPA3OBbIE
6aokHOTEL [IpocTeiime moToKoBsIE MEhPE




3. CaMOCHIXPOHH3HPYIOWINECS TIOTOKOBBIE MHQpbl. CHHXPOHHBIC NOTOKOBLIE {HA(PHI

Tema 3.2. Copepkasine yaebaoro matepHaia 4
CospemcHHble 1. TlpumeHeHNC NPHHIMIIOB PACCEMBANUA H TepEMeMEBanms, Cxema MdaiicTens
CUMMCTPHHI1E 2. PexuMel uCnIoNb30BaHUA CUMMETPHYHEIX windpos. Cranmapr DES, 3DES
KPUNTOCHCTEMEL
Tema 3.3. Coaepxanne yueGHoro MaTeprnana 4
ACCHMETDUHIHEIE 1. DBe3onacHOCTD alifOPUTMOB G OTKPbITBIMM KIIOUAMH, Anroput™ RSA. Anropum [lomura — Xemwmmena
KPHUITOCHCTEMEL 2. _Cxema Pabuna. Cxema Bumbamca. Cxema Dsp-Tamans, Lipdpossie oxnucH 1o cxeme Ds-Tavans
Tema 3.4. Tloroxossie | Cogepsanne yueGroro matepuana 4
KPHITOCHCTEMEL L. Ilugp SNOW. Croxactraeckne noTounse udpsl
2. CHHXPOHHO® i caMOCHHXPOHMSFpRYIOLIeEC Mu{poBatue
Tema 3.5. lugposas | Copepxanne yueGuoro marepnana 4
HOAMHCE 1. Opuonanpaenennrte Pyuxmmy. Snefru. Message Digest(MD3)
2. Uudposas moxmice DSS. Anropurss! mmdposoit noanucH DSA, RSA, TOCT
Tema 3.6, Tunosas | Comepranne yueGroro maTepuania 4
ApXUTCKTYDa 1. OcHoHble HyHKUHMM IOACHCTEMB 3RIMUTE! ONIEPANHOHEON CHCTEME Windows. Pasrpanidenue goctyna x
TOACHCTEMBI SALIITET 00BEkTAM OIIePALMOHHON CHCTEMBI
OIEPANOHHOH CHCTEMEL 2. OcroBusie ¢ " Li P &5
. YHKLHH IONCHCTEMEI 3AMKUTH] ONlepaiueHHOH cucTeMB! Linux. Pasrpaxiuenne gocTyna k oGbexram
ONEPAOHOHHOH CHCTEMBL
Tema 3.7. Yuparnenue | Conepianne yaeGuore MaTepuana 2
KIIOTaMH B 1. O6umit TonX01 K HCNONB30BAHMIG IPOTOKOIOR. Kpurrrorpadirzeckue cXeMbl pazsienerns cekpera, KoHmenmus
FAIHIERHEE LEHTPa pacrpeaeNeHns knodei
HPOTOKONEI 0OMEHA
OEPCOHATBHEIMA
AEHHEIMH
Tema 3.8. Coaepixanae yaeSHoro MaTepnaia 4
Crerasorpadms 1. Ocrousic onpenenerms. Knaccudukarns cuctem creranorpadm, Knaccadramms cueren BCTPANBAHHA
OH(BPOBEIX BONAHEIX 3HAKOB.
2.  MuddepeHimposannniii saueT
IIpakTH4ecKue paGorpl 36
1. Hccnenoranue crangapra KpunTorpaguEgeckoii zamuTts AES
2. Vccnegosanne CHOTEMBI KpATITOrpatbHIecKoll 3amuTh RSA
3. MHccrenopamie cHMMETPRYHOTO ANTOPHTMA KpHITOCHCTeMET TOCT-28410-89
4. Hcecnenopanve ctangapToB Xsw-(GyHKOHK 1 MEKTPORHOH MHPOBOE Mo NHCH
5. Pasrpannyenne noctyna B OC Windows
6. Pasrparutenwe gocTyna B OC Linux
7. Pasrpanumenye XOCTYNA ¢ HCTIONB30BAHHEM MEKCETERHIX (IIETPOB
8. IlpumencHMe MeTONa 3aMeHBl HAMME HEE 3HATATIErO GHTA
9. IlpiMeneHie MeToaa MceBA0CTyIalHOro HHTEPBAA
CamocrosTentnas pa6oTa MOATOTOBKA K BEINO/HEHHIO NpakTHTecKod paboTel, ofOpMIEHIE OT4ETa, TIOArOTOBKA K 43

3aueTy

Beero:

141




3. YCJIOBUS PEAJTU3ALIIA TPOTPAMMBI TUCIIMILIJIMHBI

3.1. MarepuanbHO-TeXHHYECKOME o0eciedeHne
Peammzarus mporpaMMbl  JAMCHUIUTMHEI  TpeOyeT  HAIWIUS ~1abopatopuit

«MHbOopMaIIOHHOH 6e30TIACHOCTHY.

Texauueckue cpecTRa 00y UCHHS:

—~  IIOBM Intel Pentium #a 15 MecT ¢ mporpaMMHBIM 00ecneueHueM

—  MyJbTUMEAUAIPOEKTOP

—  HHTEPaKTUBHAS OCKa

—  JIOKaJBHas C€Th M JOCTYII ¢ pabouux MecT K pecypeam Internet.

— IIporpamMHoe obecneveHue: omepanuoHHas cucTeMaWindows/Linux,

cpena nporpammuposanust Nenbeans

3.2. Hudopmannonnoe odecneyenne obyuenus
Ilepeuens y4eOHBIX m3nannii, HurepHer-pecypcoB, JONMONHHTENLHOl
JHTEPATYPHI
OcHOBHBIE HCTOYHHKH:
1. Memsuukor B.11., Kneiimenos C.A., [lerpakos A.B., «Mudopmainponnas
GezonacHOCTE», oy pea. C.A KieiiMenosa, 2013- 336 c.

2. byGHoB A.A. «OcHoBEl HHMOpMaIMOHHON Ge3omacHOCTH»: yueb. mocobue
JUIL  CTYyR. YYpeXAeHHMH cped. mpod. obpazoamus / BybHoB A.A.,
Hpxeropmuuckuit B.H., CaBunxun O.A. — M. : M3paTelbCKUl 1LeHTp
«Axagemusy, 2015, -256c¢.

3. Emeneanosa H.3. Ilapteika T.JL IlomoB M.U. «3ammra urdopmanumu B
IIEPCOHATBHOM KOMIIBIOTEpE» yaebHoe rocobue — M.Qopym. 2013 -368c¢.
4. Manermy B. ®©. W 3amura uEQOpPMAalAM B KOMIBIOTEPHBIX CHCTEMAax H

cersix. / B.®. llanerun, Mocksa: JIMK ITpecc, 2012. — 592 c.: um.



JlONONHUTEILHBIE HCTOUHUKH:
1. Toppeitunk C. B., Iyopoeun B. B. Be3onacHocTs GecOpOBOIHBIX ceTeif. —
M.: I'opagas nunaus — Tenexom, 2008, — 288 c.
2. Bummesckuii B. M., Tloprtuoii C. JI,, Ilaxuosuu U. B. DHumuxionenus
WiMAX. [1yts k 4G. — M.: Texuocdepa, 2009. — 472 c.

3. Konaxopma I.@. Ilyssipenko AJO. Kommnniorepnas creranorpadus.
Teopus u npakruxa, 2006 — 288c |
http://www.infosecurity.ru/
http://www.void.ru/
http://www jetinfo.ru/

N v A

http://www.infosec.ru/
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4. KOHTPOJIb U OLEHKA PE3YJbBTATOB OCBOEHMUS

AACHUATIIIAHBI

KoHTpomk n oOLeHKa pesynbIaToB OCBOCHHS IWCUMILIMHEL OCYLIECTBISETCS
NPENOAaBaTeieM B IIPOIECce IPOBSACHUS  PAKTUYECKHX  3aHITHH W
nabopaTtopHeIXx  paloT, KOHTPOJNBHEIX — pabor, 4 TAaKXKe BBINOJIHEHUS

00y9aroIUMUCS WHANBHAYAIBHEIX 3a0aHMUI, MPOEKTOR, UCCICIOBAHMH.

PesyabTarel 06yuenns OcHoBHbIE NORA3ATEH ONCHKH
(ocBOEHHBIe YMeHHSH, YCBOCHHBIC 3HAHHA) pe3yabTara

YMenusn:

Hcnonszorath pa3iIv4HEBIe TEXHHUCCKHE | 3alIATa OTYETOB [0 MNPaKTHYESCKUM

CpeACTBAa B Iipoliccce 0OpaloTKH, XpaHEHUs H

nepeaadn nHGOPMAaIIT;

OlTpC,I[eJIHTB BO3MOKHEIC BHOBI aTak;

IIposoaute oLEHKY 3((EKTHBHOCTH CHCTEMEI

3AIATEL,

ITpOM3BOINTE YCTAHOBKY W HAacTPOMKY CPEICTB

3AIMUATH,

BBINONHATE TECTUPOBAHME CHCTEMBI CHCTEM C

HENBI0 OIPENENSHHA YPOBHA 3alTHNTEHHOCTH;

Ilpumenars  xpunrorpaduveckwe  METOMLI

3allUTHl HHGOPMAIIHIH;

paborawm, WHTEPIIPETALIAS
pe3yIBTAaTOR HaOIO e H Ul 3a
JACATCIBHOCTEY  o0yuaronieroca B

NpoLEecce OCBOSHUS 00pa3oBaTeNbHOMN

HPOrpaMME

3Haguna:

HOpMaTHBHO-HpaBOBBIG H 3a8KOHOJATCIIBHLIC

BHEAYyMUTOPHAA CAMOCTOATCIEHAS p8.60’1" d

AKTEI B obnacth VHPOPMALUHOHHOM
0e30IacHoCTH
Hasnauenwe, KIacCUPUKAIMIO U UPHHIUIL! | TECTHPOBAHME

paboTEl, CHEIUATTH3HPOBAHHOTO 0GOPYIOBAKMS;

Kongpurypanum zamummaeMEIX ceTeit

Ilpusnunel  OOCTPOoCHUA — HHGOPMANKOHHO-

KOMMYHHKAHHOHHBIX CETEE;

3aIIUTa OTYETOB IO MPAKTHYECKHM
pabotam, BHEAYAUTOpHAs

CaMOCTOATCIIEHAA pa60Ta
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CoOcTBeHHEIE cpe/cTBAa 3aUIUTHI  Pa3THYHBIX

OIICPATHOHHBIX CHCTEM K Cpea,

OCHOBHEIC METOABI obecreucnua | 3aluTa OTYETOBR IO NPAKTHUECKHM
HHpopMATHOHHOH GE30MacHOCTH paboram
HpPIH].[PIH NOCTPpOCHUA CHCTCM 2aIIHUTHL TECTHPOBaHHE

Kanansr yreuxu uadhopmaign

HToropas arrecTalys YCBOCHHEIX 3HAHUNA U Huppepenyupoeannviii sauem
OCBOCHHBIX YMEHUIT
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