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1. ITACITIOPT ITPOI'PAMMBI ITPO®ECCHOHAJIBHOI'O MOYJIA
«Oobecneyenne HHGPOPMANMOHHON 0€30IIACHOCTH B TEJIEKOMMYHHUKAMOHHBIX

CHUCTEMAX H CETHAX BCIIAHUA»

1.1. Ob6a1acTh NPUMEHEHHUS TPOTrPAMMBI
Pabouas nporpamma npodeccuoHaIbHOT0 MOAYJIA (fanee nporpamma [IM) —

SBJIIETCSI 9aCThI0 OCHOBHOW MPO(ECCHOHATBHON 00pa3oBaTeNbHON TPOrpaMMbl B
cootBercTBUM ¢ PI'OC CIIO 11.02.10 PannocBsi3p, paiuoBellaHUE U TECICBUICHUE
B YaCTH OCBOCHHS OCHOBHOTO BHJa mpodeccuoHanbHOU aestenbHocT (BIIM) -
TeXHUYECKasl AKCIuTyaTanusi UHGOPMAIMOHHO-KOMMYHUKAIIMOHHBIX CETEW CBSI3U U
BEII[aHUS U COOTBETCTBYIOIIMX MpodeccuoHanbubix komneTeHui (11K):

1. Ucnionp30BaTh MpOrpaMMHO-aIapaTHbIE CPEACTBA 3alIUThl MH(OpPMALMH B

CUCTEMAaXx PAaIMOCBSI3U U BEILIAHMUS.

2. [IpuMeHATh CUCTEMBI aHAJIM3a 3AIUIIEHHOCTH JJI1 OOHAPYKEHHUS YSI3BUMOCTEH

B CETEBOI MH(DPACTPYKTYpE, NaBaTh PEKOMEHAAIUH 10 UX YCTPAHECHHUIO.

3. OGecnieunBaTh 6€30MaCHOE AIMUHUCTPUPOBAHKE CETECH BEIIAHUS

1.2. lleam u 3agaum MOYJIsl — TPeOOBAHMS K Pe3yJIbTATaM OCBOEHHUSI MOIYJIsI
C menpo OBJIJICHUS YKa3aHHBIM BHIIOM TPO(ECCHOHATBLHON ACATEIBPHOCTH U
COOTBETCTBYIOIIMMHU MPOGHECCHOHAIIBHBIMU KOMITETCHITUSMH OOYYarOIUUCS B XOJI€
OCBOCHHMSI MPO(HECCUOHATBHOTO MOTYJIST TOJDKEH:
HMeTh MPAKTHYECKHUIi ONbIT:
— BBISIBJICHUS KaHAJIOB yTEUKH MHGOPMAIIHH;
— ompeeacHusT HeoOOXOIUMBIX CPECTB 3aIlUThI;
— TIPOBEICHHMS  aTTeCTalliM  OOBEKTAa  3aIlHUTHI (MpoBEepKH  YpOBHSI
3aIIUIIEHHOCTH);
— pa3pabOTKH MOJUTHKH OE30IMaCHOCTH JIIT 00BEKTA 3alTUTHI;

— BBIIBJICHUA BO3MOZKHBIX 4TdK Ha aBTOMAaTHU3UPOBAHHBIC CUCTCMBEI;



— YCTaHOBKH u HaCTPOUKH MPOTPaMMHBIX CpEnCTB 3aIIUTHI
aBTOMATU3UPOBAHHBIX CHUCTEM U  HWHGOPMAIMOHHO-KOMMYHHUKAIIMOHHBIX
CETEH;

— KOH(UTYpUPOBaHHUS aBTOMATH3WPOBAHHBIX CHCTEM U HH(OOPMAIIMOHHO-
KOMMYHUKAIIMOHHBIX CETEH;

— TMPOBEPKH 3AIIUIICHHOCTH aBTOMATHU3UPOBAHHBIX CHUCTEM M MH(OPMAIIMOHHO-
KOMMYHHKAIIMOHHBIX CETEH;

— 3aIuTHI 0a3 JaHHEIX;

— OpraHu3aliy 3allUTHl B PA3JIMYHBIX ONEPAIIMOHHBIX CUCTEMAaX U Cpeax;

— mudpoBaHus HHGHOPMAIINH;

yMeTh:

— KJIaccu(UIMPOBATh YTPO3bl HHPOPMAIIMOHHON 0€30MaCHOCTH;

— TPOBOJUTH BBIOOPKY CPEJCTB 3alllUTHl B COOTBETCTBUM C BBISIBICHHBIMU
yIpo3amu;

— OTpEeesATh BO3MOKHBIC BHJIBI aTaK:

— OCYIIECTBIISATH MEPONIPHUATHS 110 TIPOBEICHUIO aTTECTAIIMOHHBIX PadoT;

— pa3pabarbIiBaTh MOJTUTHKY 0€30MaCHOCTH 00BEKTA,

— BBINIOJIHATH PacyeT W YCTAHOBKY CIEIUATU3UPOBAHHOTO OOOPYAOBAHMS IS
MaKCUMAaJIbHOU 3aIUIIEHHOCTH 00BEKTA;

— WCIIOJIB30BaTh IMPOTPAMMHBIE TPOJIYKTHI, BBISBISIONINEC HEAOCTATKH CHUCTEM
3aIUTHI;

— TIPOM3BOJAWTH YCTAHOBKY U HACTPOUKY CPEACTB 3aIUTHI,

— KOH(HrypHpoBaTh aBTOMATH3WPOBAHHBIC CHUCTEMbI W HWHGOPMAIIMOHHO-
KOMMYHUKAIIMOHHBIE CETH B COOTBETCTBHUU C IMOJMTHKOW WH(OPMAIMOHHON
0e3011aCHOCTH;

— BBINIOJIHATh ~TECTUPOBAHME CHUCTEM C IICJBI0  OMpEICICHUS  YPOBHS
3aIUIIEHHOCTH;

— WCIOJIb30BATh IPOTPAMMHBIC MTPOTYKTHI JIJIs 3aIIUTHI 0a3 TaHHBIX;

— TPUMEHSATH KpUNTOrpaduueckre METOIbI 3aIUThl HH()OPMAITUH;



3HATh:

— KaHaJIbl yTeYKU HH(DOpMAIUH;

— Ha3HAYCHHE, KJIACCH(PHMKAIIMIO W TMPHHIHUIBI PaOOThI, CICIUATU3UPOBAHHOTO
000pyI0BaHUS;

— TMPUHIIMIIBI TOCTPOCHHS HH(OPMAIIMOHHO-KOMMYHHUKAIIHOHHBIX CETCH;

— BO3MOXKHBIE CITIOCOOBI HECAaHKITMOHUPOBAHHOT'O JIOCTYIIA;

— HOPMATHUBHO-TIPaBOBBIC W 3aKOHOJATEJIbHBIE  aKThl B 00JacTh
nH(OPMAITMOHHON 0€30MTaCHOCTH;

— TIpaBWJIa TPOBEIACHUS BO3MOXXKHBIX ITPOBEPOK;

— JTarbl oNpeneIcHs KOHPHUISHITMATHHOCTH TOKYMEHTOB 00BEKTa 3alUTHI;

— CTPYKTYPY CHUCTEM YCJIOBHOTO JOCTYIIA U TIPUHITUT UX PAOOTHI;

— BO3MOJXKHBIC CIIOCOOBI, MECTa YCTAaHOBKM U HACTPOHMKH IPOrPaMMHBIX
IPOAYKTOB;

— KOH(UTYpAIUU 3aITUIIIAeMbIX CETEH;

— QJITOPUTMBI PabOTHI TECTOBBIX IIPOTPaAMM;

— COOCTBEHHBIC CPEJICTBA 3AIUTHI PA3JIMYHBIX ONEPAMOHHBIX CHCTEM U CPEI;

— cnocoObl U METObI M pOoBaHUs UH(DOPMALUY.

1.3. PexkomeHayemoe KOJMYECTBO YacOB Ha OCBOEHHME MPOrpaMMbl

Npo(ecCHOHATBHOI0 MOIYJIA:

MaKCUMaJIbHOU y4eOHOM Harpy3ku oOyuatomerocs — 513 gacoB, BKItOYas:
00s3aTeNbHON ayAUTOPHON yueOHOU Harpy3ku oOyvatouierocsa — 342 yaca;
caMOCTOsITeNIbHOM paboThl oOyuatormierocs — 171 yac;

MPOU3BOJICTBEHHON MPAKTUKU — 36 4acoB.



2. PE3YJIBTATBI OCBOEHUSA NTPOPECCUOHAJBHOI'O MOAYJIA

Pesynbrarom OCBOGHHMSI TpPOrpaMMbl MPO(ECCHOHAIBHOTO MOAYJS — SABIAETCSA

OBJIaJICHHE 00YJaIOMUMUCS BHIOM TIpodeccroHanbHoM nestenbHoctu OdecneueHue

UH(OPMALMOHHOH 0€30NACHOCTH B TeJIEKOMMYHUKALIMOHHBIX CHCTEMAaX M CeTHAX

BCIIAHUS, tom uyucie npodeccumonanpsabiMu  (IIK) u  obmummu  (OK)
KOMIIETEHINSIMU:
Kon HauMeHoBaHMe pe3yJbTaTa 00y4eHUst
Hcronb30BaTh IPOrpaMMHO-AIIIAPATHBIE CPEACTBA 3AIUTHI
[IK 3.1.
uH(GOpMallMU B CUCTEMAaX PaJUOCBsI3U U BEILlaHUs
[IpuMeHsATh cUCTEMBI aHAJIM3a 3aLIUIIEHHOCTH JUIsl OOHAPYKEHUs
[IK 3.2. ySI3BUMOCTH B CETEBOM MHPPACTPYKTYpE, BbIAABATh PEKOMEHAALMH 110
UX YCTPaHEHUIO
[IK 3.3. ObecneunBaTh 6€30MaCHOE A IMUHUCTPUPOBAHKE CETEH BEIIAHUS
[ToHMMAaTh CYIIHOCTh U COLMAIBHYIO 3HAUUMOCTh CBOEH Oymymiei
OK 1.
npodeccuu, MposIBIATh K HEW YCTOMUMBBIA HHTEPEC
Opranu3oBbIBaTh COOCTBEHHYIO JAESITEILHOCTD, BEIOUPATh TUIIOBBIE
OK 2. METO/Ibl U CLIOCOOBI BBITTOJIHEHUSI TPO(ECCUOHANBHBIX 3a]1a4,
OIICHUBATh X d(PPEKTUBHOCTD U KAU€CTBO
[IpuHUMAaTh pelIeHUsl B CTAHAAPTHBIX U HECTAHJIAPTHBIX CUTYAIUsAX U
OK 3
HECTH 32 HUX OTBETCTBEHHOCTb
Ocy1iecTBIATh MOUCK U UCIIOJIb30BaHUE UH(POPMAIIMU, HEOOXOIUMO
OK 4. 1T 9 (EKTUBHOTO BBIMIOTHEHUS TPO(PECCHOHANIBHBIX 3a/1a4,
PO(ECCUOHATIBHOTO U JIMYHOCTHOTO Pa3BUTHUSA
Hcnonp3oBaTh HHPOPMAITMOHHO-KOMMYHUKAIIMOHHBIE TEXHOJIOTHH B
OK 5.
npo(hecCHOHATBHOM e TENbHOCTH
PaboTtath B KOJJIEKTHBE U KOMaH€e, 3QPEKTUBHO 001IATHCSA €
OK 6.
KOJUIEraMH, PyKOBOJCTBOM, OTPEOUTEISIMU
OK 7. CraBUTb LI€JIM, MOTUBUPOBATH EATEIBHOCTh IOTYMHEHHBIX,




OpraHU30BbIBATh U KOHTPOJIUPOBATH UX PAOOTY C MPUHATHUEM Ha ceOs

OTBCTCTBCHHOCTH 3a PE3YyJIbTAT BbIITOJIHCHHA 33I[3HHI>1.

CaMOCTOSTEIHLHO OIIPCACIIATL 3ada91 HpO(bCCCI/IOHaJILHOFO u

OK 8 JIMYHOCTHOTO pa3BUTHUA, 3dHUMATLCA CaMOO6p3.30BaHI/ICM, OCO3HAaHHO
IIaHUPOBATH IMOBBIICHUC KBaJ'II/I(l)I/IKaI_[I/II/I
BEITH TOTOBEIM K CMEHE TEXHOJIOTHH B HpO(i)CCCHOHaHBHOﬁ

OK9

JACATCIBHOCTH.




3.1. TemaTuyeckuii mjiaH NpopheccCHOHAIbHOT0 MOILYJIA

3. CTPYKTYPA U ITIPUMEPHOE COAEPKAHUE ITPO®PECCHOHAJIBHOT'O MOJAYJIA

O0bem BpeMeHHU, OTBe/ICHHbII HA 0CBOEHUE

IIpakruka
MEKIUCHUTNIIIMHAPHOTO Kypca (KypcoB)
CamocrosiTe1bHAsA
Bcero Oobsi3aTennbHAsE ayIMTOPHAs yuyeOHast
padora
Kousl 4acoB Harpy3kKa o0y4aionerocs 0By HAIOMIErocst
HaumeHoBaHHUsI pa3aeioB (maxc. L IIpou3BoaACTBeHHAN
npoQecCHOHAIBHbIX B 1.u.
. Nnpo¢ecCHOHAIBLHOT0 MOLYJISA yuebnas B T.4., B T.4., Yueonas, (o npogputro
KOMIIeTeHIIHH JadopaTopHbie
Hazpys3ka u B 6 KypcoBasi B KypcoBasi Yacos Cl'[elll/la.]'ll)HOCTI/l),
npaxmuxu) cero, pa6oThI 1 paGora cero, paGora 4aCOB
4acoB | MPAKTHYECKHE 4acoB
SAHSITHS (mpoekr), (mpoekr),
4ACOB ’ 4acoB 4acoB
1 2 3 4 5 6 7 8 9 10

IIK 3.1-33 Pa3gen 1. [IpumeHeHNEe KOMIUIEKCHON 249 166 80 83 - -
CHCTEMBI 3alIUTH HHPOPMALIUU

IIK 3.1-3.3 Pa3gen 2. [IpuMeHeHHE IPOTPaMMHO- 264 176 84 88
amImapaTHBIX CPEICTB 3aIUTHI
HHPOPMALIUU H CUCTEM YCIOBHOTO
JOCTYTIa B CHCTEMaX PaliOCBSI3H U
BCIIaAHUS
IIpousBoacTBeHHasi NpaKTHKA (110 36 36
NPOQUII0 CENNAJIBLHOCTH), YaCOB
Bceero: 513 342 164 - [ 1711 | - - 36




3.2. Conep:xanue 00y4yeHus no npogeccuonajibHomy moxayaio (IIM)

HaumeHoBaHue pa3znenos
Npo¢ecCHOHATIBHOT0 MOIYJISI Copep:xaHue y4e0HOI0 MaTepHaJia, JJabopaTopHbIe padoThl M NPAKTHYECKUE 3aHATHS, OBnem 9acoB YpoBeHn
(IIM), Me:kTUCHUTTHHAPHBIX €CaMOCTOfITe/IbLHAsI padoTa 00y4aOIIUXCs 0CBOCHHUSI
kypcoB (MJK) u Tem
1 2 3 4
Paspea IIM 1 IlpumeHenue
KOMILJIEKCHOH CHCTeMbl 3aLUThI
HHpopmManun
MK.03.01 TexHonorus 249
MPUMEHEHNS KOMIUIEKCHON
CHCTEMBI 3aIIUTHI HHpOpMaNNH B
cucTeMax pajgroCBsA3U U CETIX
BEIIaHUS
Tema 1.1. O6ecreucHue Conep:xaHue 10
6e30I1aCHOCTH OTIEPALUOHHBIX 1 5 5
. €30I1aCHOCTh OIIEPAIIIOHHBIX CHCTEM
cHerem 2. | IlpoGnemsl oGecrieueHnst 0€30MaCHOCTH ONEPAIIMOHHBIX CHCTEM 2
3. | Yrpo3sl 6e301macHOCTH, 3alIMIICHHAs ONEPAIMOHHAsI CHCTEMA 2
4. | ApxuTeKTypa MOJCHCTEMBI 3alUThl ONEPAIIMOHHBIX CHCTEM 2
5 DyHKINY [TOJCHCTEMBI 3aIIUTHI ONIEPAIIMOHHBIX CHCTEM, HACHTU(HKAINS, AyTEeHTHHUKALIUS JOCTYIa 2
IIpakTHYyecKkue 3aHATHSA 4 2
1. | Hactpoiika onepanmonHoii cucreMsl Windows
JlaGopaTopHble 3aHATHSA 8
1. udpoBaHre METOAOM ITOICTAHOBKU 2
2. JemmdpoBaHre METOIOM MOJICTAHOBKH 2
Tema 1.2. Texnonoruu Conep:xanue 12
MEKCETEBBIX IKPaHOB 1. | ®OyHKIMH MEKCETEBBIX SKPAHOB 2
@unbrpanys Tpaduka, BBITOJHEHNE (YHKIUH HOCPEHNYECTBA, JOTIOJHUTEIHHBIE BO3MOKHOCTH 2
MEKCETEeBBIX 3KPAHOB
3. | OcobenHocTH (yHKIIMOHMPOBAHHUSI MEXKCETEBBIX SKPAHOB CETEH CBSI3H 2
4. | OcobeHHoCcTH (DyHKIIMOHMPOBAHUSI MEXKCETEBBIX KPAHOB CETeH CBSI3H 2
5. | IlpukiagHOM IUTI03, BAPUAHTHI UCTIOTHEHHUSI MEKCETEBBIX IKPAHOB, (POPMHUPOBAHUE MOJIUTHKH 2
MEKCETEBOTr0 B3aUMOACHCTBUS
6. | Cxembl IOAKIIOYEHHS MEKCETEBBIX AKPAHOB, IEPCOHAIBHBIE U PACIIPEIEICHHBIE MEXKCETEBbIE DKPAHBIL, 2
po6JIeMbI 6€30TTaCHOCTH MEKCETEBBIX HKPAHOB
IIpakTHyeckue 3aHATUS 16
1. | OdopmieHre KOHGHICHINATIBHBIX JOKYMEHTOB 2
2. | IlpoBeneHue aHaJIn3a 3alIMIIEHHOCTH 00BEKTA 3aIIUTHl HHpOpMau 2
3. | IlpoBeneHue aHan3a 3aMIIEHHOCTH CHCTEM 3alUThl HHHOpMALUH 2
JlaGopaTopHble 3aHITHSA 10
1. | TudpoBanne METOIOM NEPECTAHOBKH 2




2. | IIporpammuas peanusanus cxemsl Daiictens 2
Tema 1.3. TexHonoruu 3amutel Ha | Coaep:kanue 10
MPUKJIQJHOM YPOBHE 1. | YopasieHue uieHTU(GUKALUECH 1 JOCTYIIOM 2
2. | OcoOeHHOCTH yIpaBJIeHUsl JOCTYIOM, (YHKIIMOHUPOBAHUE CHCTEMBI YIIPABICHUsSI JOCTYIIOM 2
3. | Opranusanys 3alMIIEHHOr0 y1aIeHHOr0 JOCTyNa 2
4. | UndpactpykTypa ynpaBieHHsI OTKPBITHIMU KIIIOYaMH 2
5. | Ilpunnunsl ¢pynkiponupoBanus PKI. 2
IIpakTHyeckue 3aHATHSA 16
1. | NadopmanioHHBIE OTHOMICHHUS KaK OOBEKT MIPABOBOTO PETYIHMPOBAHUS 2
Jonyck JOMKHOCTHBIX JIML U TPAKIAH K TOCYAAPCTBEHHOM TaliHe
PazpaboTka DOKHOCTHBIX HHCTPYKIIMH /IS JIMI], OTBETCTBEHHBIX 0OecneueHne HHPOPMaInOHHOH
0e30MmacHOCTH
JlaGopaTopHbIe 3aHATHSA 22
1. | IIporpammuas peaquszanus RSA 2
2. | Ilporpammuas peamuszanus DES 2
3. | IIporpammuas peanuzanus MDS 2
Tema 1.4. Kagans! yreuku Conep:xaHue 20
vH(popManuu 1. | Knaccuduxkanus, pusnyeckas CyIHOCTb, IEKTPOMArHUTHBIC KaHAJIbI YyTEUKU HH(POPMAIHU 2
2. | TexHuueckue KaHaIbl yTeUKU peueBOr HHPOPMAIUU 2
3. | XapakrepucTuka akyCTHUECKOro, BUOPOaKyCTHYECKOT0 KaHaJIOB YTeUKH HH(opManuu 2
4. | TexHHYeCKHE CPEICTBA U METO/IbI NOTyUYeHHUs] HHPOPMAIMH 10 aKYCTUUECKOMY KaHay 2
5. | BblsiBieHHe KaHAIOB yTe4KH HHOPMAIIMH 2
6. | TexHuueckue cpe/ICTBA BBISIBIICHHS] KAHAJIOB YTEUYKH HHPOPMAIMH 2
7. Bo3moxHBIE CTTOCOOBI HECAHKITMOHUPOBAHHOTO JIOCTYTIA 2
8. | CriocoOBl 3aIUTHI OT KAHAJIOB YTE4YKH HHGOPMAIHH 2
9. | Cnoco6sl, MeCcTa yCTaHOBKH, HACTPOIKA TEXHUYECKHUX M MPOTPAMMHBIX CPEJICTB 3aIUTHI 2
IpakTH4yeckne 3aHATHS -
JlaGopaTopHble 3aHATHS -
Tema 1.5. Texsonoruu Conepsxanue 12
3AIIUIIICHHOCTH U 00HAPYKEHUS 1. TexHooTrus aHAIN3a 3alTUICHHOCTH 2
aTaK B CHCTEMax PaJInOCBA3H 2. | CpexncTBa aHaNM3a 3aIIUIEHHOCTH CETEBBIX MMPOTOKOJIOB M CEPBHCOB 2
3. | Metoasl aHanu3a ceTeBoi nHPOPMAINH, KIacCU(UKAINS CUCTEM OOHAPYKCHHS aTak 2
4. | 3ammra OT BUPYCOB 2
5. | Kimaccudukanms KOMIBIOTEPHBIX BUPYCOB 2
6. | )KuzHeHHBII MK BUPYCOB, KAHAJIBI PACIIPOCTPAHEHHUS 2
IIpakTnyeckue 3aHATHSA 4 2
1. | PaboTa ¢ anasmzaropom npoTtokoso Wireshark
JlaGopaTopHble 3aHATHSI -
Tema 1.6. Yrpasnenue Conep:xanue yueOHOro MaTepuaja 12
6e30M1aCHOCTBIO B CHCTEMAX 1. | 3amaum u apxuTexTypa ynpapienus HH)OPMAILMOHHOH GE30MTACHOCTH B CHCTEMAX PaIHOCBA3H 2
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panuocBs3u 2. | CymHocTb ynpasiaeHust ”HPOPMAIMOHHON 0€30I1aCHOCTHIO B CUCTEMAaxX PajnOCBsI3U 2
3. | ApXuTeKTypa yrnpaBieHHs CpeCcTBaMU 0€30IIacHOCTH 2
4. | KoHnenuus rao0ansHOTo yIpaBieHus 0e30MacHOCTRIO, TII00aNbHAS U JIOKAIbHAs ITOJINTHKA 2
Oe3omacHoCcTH
5. | AyauT 1 MOHUTOPUHT 0€30MTaCHOCTH CHCTEM PaJHOCBS3H 2
6. | CymHoCTbh ¥ OCOOEHHOCTH ayJIUTa 1 MOHUTOPHHTA HH(OPMALIMOHHOM 0€30MaCHOCTH CUCTEM PaJNOCBSI3U 2
IIpakTHYecKne 3aHATHUS -
JlaGopaTopHble 3aHATHS -
CamocTosiTe1bHasi padoTa 00y4aloHXCH -
Tema 1.7. OCHOBBI TEXHONOTUU Copep:xanue y4eOHOr0o MaTepHaJia 10
BUPTYaJIbHBIX 3AIIMIICHHBIX CeTeH | | | [Toctpoenne BUPTyambHBIX 3ampmeHHEX ceteil (VPN) 2
2. | OcHoBHBIC MOHATHS, Kiaccudukanus u pynknuu cereii VPN, cpeactsa obecneueHus 0e301acHOCTH 2
VPN
3. | BapuaHTBI apXUTEKTYpbI U IPUHIIMITBI IIOCTPOCHUS BUPTYaIbHBIX 3aIUIICHHBIX KaHAIOB 2
4. Jlornueckas cTpykTypa u koMnoHeHTsl PKI 2
5. | duddepeHunpoBaHHEIH 3a9eT 2
IIpakTHYyecKue 3aHATHUS -
JlaGopaTopHble 3aHATHS -
CamocrosiTe1bHast padoTa npu uzy4yenuu pasaena IIM 3 83
IToaroToBKa K BBIMOJIHEHHUIO J1aO0OPATOPHON pabOTHI
[ToaroToBKa K NPaKTU4YECKOMY 3aHSITHIO
OdopmiieHre otyera
UreHue JONOJIHUTENIBHOM JIMTEPATYPBL
Paznen IIM 2. IlpumeneHue 264
NPOrpaMMHO-aNNapaTHBIX
CpeACTB 3alUThI HHpOpMAIMH 1
CHCTeM YCJIOBHOTO J0CTyNA B
CHCTeMaxX PAANOCBsI3H M BelIAHUS
MJK.03.02. TexHomorus 264
UCIIOJIb30BaHMS CHCTEM YCIIOBHOT'O
JIOCTYIIa B CETSX BEIIaHH
Tema 2.1. OCHOBHBIE TIOHATHUS U Cosepskanue 12
HaIpaBJIeHUs 0OecreueHHs 1. | OcHOBHBIE MOHATHUS 3aMUTH HHPOPMAIH U HHYOPMAIIOHHOH 0€301MacHOCTH 2
MH(HOPMAMOHHOH 6€30TIacHOCTH 2. | 3auwmra nadopmanmn, nHGopManHoHHas 6e3011aCHOCTh 2
3. | Monens nHpOpMaAMOHHON 6€30MaCHOCTH 2
4. | Yrpo3ssl uHpOpMAITMOHHON 0€30TTaCHOCTH 2
5. | Knaccudwukanus yrpo3 nHpopMarmoHHoi 6€301acHOCTH 2
6. | Ananm3 yrpo3 nHGOPMAIMOHHOHN 6€30MacHOCTH 2

HpaRaneCKne 3aHATHUSA

12




JlaGopaTopHbIe 3aHATHSA

1. Hludposanne MeTom0M NOTH an(aBUTHOH ITOJACTAHOBKA
Tema2.2. [IpaBoBble OCHOBBI U Conep:xanue 30
CTaHAapThl MHPOPMALMOHHON 1. | IlpaBoBbIc OCHOBBI HH()OPMAIOHHOMN 0€30MaCHOCTH 2
besonacHocT 2. | Poub cranmaptoB nHGOOPMAMOHHON 0€30IaCHOCTH 2
3. | MexnayHapoaHsle cTaHapThl HHpopMarronHoi 6ezonacHoct Crangaptsl ISO/IEC 17799:2002 2
4. | Hemenxuii crannapt BSI, mexaynapoansiii crangapt ISO 15408 2
5. OteuecTBEHHBIE CTaHAAPTH HHYOPMAMOHHO 6e3omacHocTn Poccuiickue cranmaptel [OCT P 2
NCO/M3K 15408-1-2002
6. | Cranmapt TOCT P NICO/MDOK 15408-2-2002 2
7. | Cranmapt TOCT P NICO/MDK 15408-3-2002 2
8. | Cranpmapt 'OCT P 50739-95, TOCT P 50922-96 2
9. | Cranmaptr I'OCT P NCO 7498-2-99 2
10. | CrarmapTsl nH(pOpMaOHHOH Oe3omacHOCTH B VIHTEpHETE 2
11. | Pemenus no nHpOpMauoHHON 6e30macHoCTH B mpotokonax TCP/IP 2
12. | Pemenus no naopmManmoHHo# 6e3omacHocTy B npotokoiax SMTP, POP 2
13. | Ionutuka 6e3onacHocTd. OCHOBHBIE TOHATHS NOJIUTHKH 0€30I1aCHOCTH 2
14 | CtpykTypa MOJUTHKH OE30MacHOCTH: 0a30Bast MOJUTHKA OE30MACHOCTH 2
15. | Crneunanu3upoBaHHbIC MOJUTUKHA OE30MMaCHOCTH, MIPOLEAYPHI OE30MaCHOCTH 2
IIpakTHyeckue 3aHATHS -
JlaGopaTopHble 3aHATHSI 12
1. [[Tudposanre MeTogoM noaranhaBUTHON MOJICTaAHOBKU 2
2. | HemmdpoBaHue MeTOIOM monnanhaBUTHON MOJICTAHOBKU 2
3. [[TudpoBaHre METOTOM TaMMUPOBAHUS 2
Tema 2.3. Ilpunnumns! u anroput™el | Comep:kaHue 38
KPUNTOTrpaUIecKOi 3amuThl 1. OCHOBHBIE TIOHATHS KPUNTOrpaGuyecKoi 3amuThl HHGOPMAIHH 2
HHQOPMAIIUH B CUCTEMaX 2. CymHoCTh, KiaccuuKaims, IPUHIMIB KPUMTOTPadUIeCKON 3alUThl HHPOPMAIUH, TPOTPAMMHO- 2
paanoCBs3H amnmapaTHBIX CPEICTB 3aIUTH HH)OPMAIHH
3. | CuMMeTpruYHbIe KPUITOCUCTEMBI IN(POBAHHS 2
4. | CymHOCTb, KIacCUpHUKAIHSL, CHAMMETPUIHBIC aJITOPUTMBI NIH(POBAHUST 2
5. | CymHocTh, KNaccu(uKanys, OCHOBHBIEC OHATH, OJIOYHBIE aJITOPUTMBI ITH(POBAHUS 2
6. | AcuMMeTpHYHBIE KPUITOCHCTEMBI MIM(POBAHUS 2
7. | CymHOCTb, KTacCH(pHUKANHNs, CYIIHOCTh, KIacCu(puKanus, anroput™ mmdposanus RSA 2
8. | Cxema Pabuna 2
9. | Cxema Dub-I'amans 2
10. | Anroput™m [lonura-XennmeHa 2
11. | DnexTponHas 1dppoBas NOANNCH U PYHKIS XIIINPOBAHUS 2
12. | CymHOCTb, KTacCH(pUKanNs, OCHOBHBIE IPONEAYPHI HH(POBOH MOINMCH M (PYHKIHS XIIIHPOBAHHS 2
13. | OTedecTBEHHBIE KPUTITOCUCTEMBI IMH()POBAHUS 2
14. | OCHOBHBIE AJITOPUTMBI, JIEKTPOHHAS ITUPPOBAS MOANNCH, QYHKITUSI XOIIHPOBAHHS 2
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15. | Texnonoruu ayTeHTUHUKALUH 2
16. | AyrenTudukanys, aBTOpU3aIMs 1 aAIMUHUCTPUPOBAHKE JICHCTBHI MOIb30BaTeNeit 2
17. | Ypanenue kpuntorpadpuuecKUMH KIK0UYaMH 2
18 | TI'enepanus, XxpaHeHHE U paclpesieeHue KIIoden 2
19 | OOmwmit NoAX0J K UCTIOIH30BAHHUIO IIPOTOKOJIOB 2
IIpakTHyeckne 3aHATHSA 42
1. | Cucrema cotoBoii csizu GSM-900 2
2. | CTpyKTypa JIOTHYECKHX KaHAJIOB YIPABJICHHS ¥ ITOPUTMBI QyHKIIMOHHpoBaHus cucteM GSM 2
3. | UHTepdeiicsl, TepMuHaNBEHOE 000pynoBaHue, ctpykrypa TDMA kazapos B ctangapre GSM 2
4. | ObopynoBaHHUe ITOJBIKHBIX M 0a30BBIX CTAHLIMH, IIEHTPAa KOMMYTAIUU 2
5. | Knaccuguxanus cucteM nepcoHajabHOTO PaJnOBEI30Ba, NEHKEPHI, PETUTEPbI, OCHOBHBIE MPOTOKOJIBI 2
nepenayy nHGpopManuu
6. | V3ydenne MeTO0B KONMPOBAHUSI PeUeBBIX CUTHANOB B craHaapte TETRA TpaHKHMHrOBBIX ceTel 2
7. | IlpuHIMIBI HOCTPOCHUS W TUIBI TPAHKHHTOBBIX CHCTEM 2
JlaGopaTopHbIe 3aHATHSA 30
1. | Berumcnenne HanOoIBIIETO ASTHUTENS VIS IBYX YHCEJI TP oMoy anropurma EBknmaa 2
2. | porpammuas peanmsanus anroputma mudposanus [OCT 2
3. | IlporpaMMHast peasiM3anysi FeHepaTopa MPOCThIX YHCEI 2
4. | IlporpamMHast peann3anys alropuTMa BEIMHUCICHH cuMBoia Jlexanapa 2
5 | [IporpamMMHas pearu3alyisi aITOPUTMa BEIYHCICHAS CHMBONIA SJKOOH 2
6 | [IporpammMHuas peamuzarnms SHA-1 2
Tema 2.4. OCHOBHEBIC ITOHITHS U Coaep:xkanue 12
MPUHLIMIIBI 1 Cuctema ycioBHoro gocryna (Conditional Access System) — mporpaMMHO-aIapaTHBII MEXaHU3M IS 2
(YHKIIMOHUPOBAHHUS CUCTEMBI OTpaHWYCHUs! JOCTYTIA.
YCIIOBHOTO JIOCTYIIA B CETAX 2 | Knaccugukanus o aropuTMy CKpeMOJIMPOBaHMS — 3aKPHIThIE M HA OCHOBE €AMHOTO AJITOPUTMa 2
BEILIAHM 3 | IIpumepsl cUCTEM YCIOBHOI'O AOCTYIIA. 2
BISS (Basic Interoperable Scrambling System) — crucTemMa yCIOBHOTO JOCTYTIA IS CITy THUKOBBIX
KaHaJIOB CBSI3H.
4 | KopoBKH CITyTHUKOBOTO TesneBuieHHsl. OCHOBHbBIE KOJMPOBKH, HX OCHOBHBIE XapAKTEPUCTHKH. 2
5 | Cucrema orpanHuyeHHOro gocryna «Pockpunt» Uisi MyJIbTUMEAUNRHBIX CETEeH 2
@DyHKIHMOHAJIBHAS CXEMAa CHCTEMBI OTPAHUYEHHOT0 TOCTYTIA.
6 | JduddepennnpoBaHHbIii 3aueT 2
IIpakTHyeckue 3aHATHS -
JlaGopaTopHble 3aHATHSI -
CamocrosiTe1bHasi padoTa Npu u3yyeHuu pasaena IIM 2 88
IMpousBoacreennas npakTuka (s CIIO — (mo npoduiro cnenuaibHOCTH) 72

Buawbl padot

- BBISIBJIIEHUE KaHAJIOB YTEUKH HHPOPMAIIUH;

- ompeaeaeHne HEOOXOAMMBIX CPEACTB 3aIUTHI;
- MPOBEACHHUE aTTECTAIH O0BEKTA;
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- pa3pabOTKH MOJUTHKU OE30MAaCHOCTH [T 00BEKTa 3AIIUTHL;

- YCTaHOBKa, HACTPOMKA CIEIUAIN3UPOBAHHOTO 00OPYAOBAHMSI MO 3aIUTE HHHOPMAITHH;

- BBISBJICHUE BO3MOXKHBIX aTaK Ha aBTOMATH3UPOBAHHBIE CUCTEMBI;

- YCTaHOBKA M HACTPOMKA MPOrPaMMHBIX CPE/ICTB 3aIIUThl ABTOMATU3UPOBAHHBIX CHCTEM M HH()OPMAIIMOHHO - KOMMYHHKAIIMOHHBIX CEeTEH;
- KOH(UTYypHPOBaHHE aBTOMATH3UPOBAHHBIX CHCTEM M MH(POPMAIMOHHO-KOMMYHHKAI[HOHHBIX CETEH;

- MpOBEpKa 3aIHUIIEHHOCTH aBTOMATU3UPOBAHHBIX CUCTEM U MH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX CETEIH;

- 3ammra 0a3 JaHHBIX

Bcero

513

J7st XapaKTepUCTHKN YPOBHS OCBOCHHUS y4eOHOTO MaTepHaia HCIIOJIb3YIOTCS CIIEIYIOIIe 0003HAYCHHUS:

1 - 0O3HAaKOMHTENBHBIN (y3HABaHUE paHEe N3YICHHBIX 00BEKTOB, CBOHCTB);

2 - perpoLyKTUBHBIH (BBINOJHEHUE JESTEIHLHOCTH 110 00pasily, MHCTPYKIIMU HIIH TI0J1 PyKOBOJCTBOM);

3 — NpOYKTUBHBIH (ITAHUPOBAHHUE M CAMOCTOATENIBHOE BBINOJIHEHHUE AATEIIBHOCTH, PEeLICHHE MPOOIEeMHBIX 3a1a4)
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4. YCJI0OBUSA PEAJIMZALIUUA ITPOTI'PAMMBI
MMPOPECCHUOHAJIBHOI'O MOAYJIA

4.1. TpeOoBaHusi K MHHHMAJIbHOMY  MATEPHAJIbLHO-TEXHHYECKOMY
o0ecrne4eHn 10

Peanuzammst mporpaMMbl  MOIyJS TpEAToNiaracT HalWdue YICOHBIX
KaOWHETOB «ObecrnieueHus UH(GOPMAIIIOHHON 0€30MacHOCTH B

TCIICKOMMYHUKAIIUOHHBIX CCTAX U CCTAX BCIIAHUSA

O6opynoBanue yuyeOHOTO KabuHeTa W pabounx MecT kabunHera «be3omacHoCTH
cucTeM U HHGOPMAITMOHHO-KOMMYHHUKAIIMOHHBIX CETEH CBSZH:

1. KoMmieKT HOpPMATHBHOM JOKyMEHTAIlMd M CTaHAApTOB HWHOOPMAIMOHHOU
0€30I1aCHOCTH.

2. KoMmiieKT y4eOHO-METOANYECKON TOKYMEHTAIUH.

3. CteHanl U HATJISAHBIE TOCOOUS.

TexHuueckue cpcacCTBa O6y‘-ICHI/I}I2

WHTEpPaKTUBHAS JT0CKa (pa3aBMKHON dKPaH), MPOEKTOP.

O6opynoBanue 1abopaTopuu U pabounx MecT 1abopaTOpuUu:
1. BuptyanbHas 1abopatopus ¢ yCTaHOBKOHM Ha pabounx mectax [I9BM.
2. ObopyaoBaHHOE pabouee MECTO PYKOBOJUTENS 3aHSATUIA: HOYTOYK, MDY,
3. PazgaTo4Hsblii MaTepua:
a) CXEMBl,
0) KapTOYKHU-3a/TaHUS;
B) CITpaBOYHBIE TaOIHUIIBI.
5. JlabopaTopHble CTeHABI (MakeThl) JJi TPOBEACHUS COOTBETCTBYIOIIHUX
71a00paTOPHBIX 3aHSATHH.

6. JIokanbHas ceTh U JOCTYM ¢ pabodyux MeCT K pecypcam Internet.
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Peanmsanus IIPOrpaMMBbl MOAYJIS IIPEANO0IIAraeT 00s3aTEeNBHYIO

IMPOU3BOACTBCHHYIO IIPAKTUKY.

O6opy0BaHKE U TEXHOJOTUUECKOE OCHAIICHUE PaOOUYUX MECT:

1. KoHTpopbHO-U3MEpHUTENbHAS CHCTEMA TI0 UCCIISAOBAHUIO ITUPPOBOIT 00paboTKH
CUTHAJOB W W3MEPEHHUIO DJJICKTPOMATHUTHBIX W3IYYCHHA W HABOJOK B
TEJICKOMMYHHUKAIIMOHHBIX CUCTEMaX.

2. IIporpaMMHO-amnmapaTHbii KOMIUIEKC 3allUIICHHON TEeIeKOMMYHHKAITMOHHOM

CCTH.

4.2. MuopmanuonHoe odecredeHne 00y4eHust

Ilepeyens pexoMeHayemMbIX Yy4eOHbIX wu3aaHuii, WHTepHeT-pecypcos,
JAOMOJTHUTEIbHOH JIUTEPATYPbl

OCHOBHBIE HCTOYHUKHU:

1. ByOonoB A.A. «OcHOBBI MH(pOpPMAIMOHHON O€30MacHOCTH»: y4ed. mocooue
JUISL  CTyH. yupexaeHuil cpen. mpod. obpazoBanus / byOHoB A.A.,
[Ipxeropmuuackuii B.H., CaBunkun O.A. — M. : H3narenbckuid LEHTP
«Axagemus», 2015. -256¢.

2. Tlapteika T.JIL., Tlono WM.M. «Mubopmarmonnas 0e30MacHOCTh: yueOHOE
nocoOue il CTYAEHTOB YUpekIeHu cpeanero npod.oop.»,2016, 3nannym

3. Hazapos A.B., MensaukoB B.Il. DOxcryaranus o0OOBEKTOB CETEBOMU
MH(PACTYKTYpBbI, U3aTeIbCKUi HeHTp Akagemus, 2014

4. Ilansrun B.®. NUndopmanrionHass 6€30MaCHOCTh KOMIBIOTEPHBIX CUCTEM M

cereit, U] «DOPYM»: UHD®PA-M, 2017 —416c.

JlonoHUTENbHBIE HCTOUYHUKHU:
1. EmenbsroBa H.3., Ilapteika T.JI., TlomoB WM.M. 3ammura mHdopmainuu B
MepCOHANBLHOM KoMIbtoTepe — M. @opym, 2009. — 368 c.
2. Topneitunk C. B., /lyopoBun B. B. be3omnacHocTs 0ecripoBOIHBIX CeTell. —

M.: l'opsauas nmuaus — Tenexom, 2008. — 288 c.
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3. Bumnesckuii B. M., Ilopthoii C. JI., IlaxuoBuu 1. B. Dniukionenus
WiMAX. ITyts k 4G. — M.: Texnocdepa, 2009. — 472 c.

4. JloxktpuHa wuHbopManmoHHo Oe3omacHocTH Poccuiickori denepanuu,
yrBepxaeHHas [Ipesunentom Poccuiickoit @enepannu 9 centadps 2000 r.

5. ®enepanbHbIil 3akoH Poccuiickoit deneparuu ot 28 nexadps 2010 r Ne 380
- @3 "O 6e3omacHoCcTH"

6. ®enepanbubiii 3akoH oT 27 utonst 2006 r. Ne 149-03 «O6 unbopmanuy,
MH(OPMAIMOHHBIX TEXHOJIOTHUSAX U O 3aIUTE U UH(HOPMALIII)

7. VYxa3 lIpesunenta Poccuiickoii @eneparuu ot 6 mapta 1997 r. No 188 «O06
yTBepxkaeHun [lepeuns cBeneHnii KOH(GUICHIIMATBLHOTO XapaKkTepay.

8. ®enepanbublii 3ak0oH OT 27 urong 2006 r. Ne 152-03 «O nepcoHanbHBIX
JTAHHBIX).

9. ®denepanbubiii 3akoH oT 27 nexkadbps 2002 r. Ne 184-03 «O TeXHUYECKOM
pEeryJINpOBaHUNY.

10.®enepanbhbiil 3akoH PO ot 29 uronsg 2004 r Ne 98-D3 «O koMmmepueckoit
TaHey.

11.®enepanbusiil 3akoH 0T 7 uronst 2003 r. Ne 126-D3 «O cBa3m».

12.PykoBoasmuii qokyMeHT. KoOHLenius: 3aiuThl CPEJICTB BBIYMCIUTEIbHON
TEXHUKM W aBTOMATU3UPOBAHHBIX CHUCTEM OT HECAHKIIMOHHUPOBAHHOTO
noctyna Kk uHdopmauuu, Pemenue npencenarens ['octexxkomuccun Poccun
ot 30 mapta 1992 r.

13.PykoBOadIIMIT TOKYMEHT. 3alldTa OT HECAHKIIMOHUPOBAHHOTO AOCTyNa K
uHpopmanuu. TepmuHbl U  omnpexaeneHus, Pemenue npencenarens
['ocrexkomuccuu Poccum ot 30 maprta 1992 r.

14.PykoBosdmunii ToKyMeHT. CpeacTBa BEIYMCIUTENBHON TEXHUKH. 3alIUTa OT
HECAaHKIIMOHUPOBAHHOTO  JocTynma Kk  uHpopMmanuu.  [lokazarenu
3aIUIIEHHOCTH OT HECAaHKIIMOHWPOBAHHOTO JOCTyna K uH(opmaIuu,
Pemenue npeacenarens ['ocrexxkomuccun Poccun ot 30 mapta 1992 r.

15.PykoBoasmuii JOKyMEHT. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI. 3alllUTa OT

HECAaHKIIMOHUPOBAHHOTO  JocTyna K wuHpopMauuu. Krnaccudukarms
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aBTOMATU3UPOBAHHBIX CHCTEM U TpeOOBaHMs MO 3amuTe WH(OpMaIuHu,
Pemenue npencenarens I'octexxkomuccun Poccun ot 30 mapta 1992 1.

16.PykoBonsiuii ~ nokymeHT.  CpeAcTBa  BBIYMCIUTEIBHOM — TEXHUKHU.
MexceTeBble SKpaHbl. 3alllUTa OT HECAHKIMOHUPOBAHHOTO JOCTYMA.
[lokazaTenu 3alIMIEHHOCTH OT HECAHKIMOHUPOBAHHOIO JIOCTYyNa K
unpopmanuu Pemenue npencenarens ['octexxomuccuu Poccuu ot 25 utons
1997 r.

17.PykoBonsimuidi 1oKyMeHT. 3amuTta uagopmanuu. CrenuaibHble 3alllUTHBIE
3Haku. Knaccubukammss u oOme TpeOoBaHus Pemienwe mpemcemarens
['ocTexxomuccun Poccum ot 25 urons 1997 r.

18.TTOCT P 50739-95. CpencrBa BBIUMCIUTEILHOM TEXHUKHU. 3alldTa OT
HECAHKIIMOHUPOBAHHOTO JocTyna K wuHpopmanuu. OOmMe TEeXHUYECKUE
TpeboBanus. ['occrannapt Poccun.

19.TOCT P 50922-96. 3ammra wunpopmanuu. OCHOBHBIE TEPMUHBI H
onpexaenenus. ['occrangapt Poccun.

20.TOCT P 51275-99. 3ammra wundopmainuu. OOBEKT HHPOpPMATHU3ALMH.
®dakTopbl, BO3ACHCTBYOUIME Ha HHPopManuio. OOmKe MOJI0KEHUS.
I'occranmapt Poccun.

21.TTOCT P UCO/MDK 15408-1-2002. MeTtoasl U cpeAcTBa OOCCIICUSHUS
oe3zonacHoctu. Kpurepun oueHkun 0e30macHOCTH  MH(OPMAIMOHHBIX
texHonoruii. Yacte 1. BBenenue u odmas monens. ['occranaapt Poccum.

22.'0OCT P UCO/MDBK 15408-2-2002. Metoasl U cpeicTBa oOOecreueHuUs
oe3zonacHocTH. Kpurtepun OLEHKHM 0€30MacHOCTH  MH(OPMAIMOHHBIX
texHosmoruii. Yacte 2. @DyHKIMOHAJIbHBIE TpeOoBaHUS OE30MACHOCTH.
I'occranmapt Poccun.

23.TOCT P UCO/MDBK 15408-3-2002. Metoasl U cpenctBa 0OOECTICUCHHUS
oe3omacHoctu. Kputepun oreHkun Oe3omacHOCTH  MH(GOPMAIIMOHHBIX
texHosoruit. Yacte 3. TpeboBanus noBepusi Kk 6e3omacHocT. ['occTangapT

Poccun.
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VM HTEpHET-HCTOYHUKHN

1. NudopmanmonHa 6€30nacHOCTb OU3HECA hitp://www.infosecurity.ru
2. Undopmzammra. CUCTEMHBIN UHTETPATOP http://www.infosec.ru

4.3. O0mue TPedOOBAHHUS K OPraHU3aIUH 00Pa30BaTEILHOIO MpoLecca

YcinoBueM  Jomycka K MPOM3BOJACTBEHHOW — mMpakTuke (M0 mpoduiro
CIIELMANTBHOCTH) B paMkax mpodeccuoHanbHoro wmoxyns «OOecrneueHue
UHGOPMAIMOHHON 0€30MacHOCTH CHCTEM pPAaJUuOCBS3M W BEIAHUSA» SIBISAETCA
OCBOCHHME Y4YEOHOUH MPaKTUKU JJISi MOJYYCHUS MEPBHYHBIX MPO(ecCHOHATBHBIX
HAaBBIKOB B paMKax NpodeCCHOHATBLHOIO MOAyisl «BeimonHeHue pabotr 1o
npodpeccun  pabouero», a Tak K€ HU3y4EHHE OCBOCHHE JTUCIIMILINH

oO1enpodeccHoHaIbHOTO IUKIIA U TPO(EeCCHOHATBHBIX MOYJIEH.

4.4. KaapoBoe o0ecnieueHne 00pa3oBaTeiLHOI0 mpoiecca

TpeGoBanus K KBaJIMPuKaAIUH neJarorn4ecKux (MHKEeHEPHO-
neJaroruyecKux) KaJpoB, o0ecrneynBaIOIMX o0yueHue no
MEKIMCUUILITNHAPHOMY KYpcy (kypcam): HaJinyue BBICIIETO

npoeCCUOHAIBHOTO  00pa30BaHMs, COOTBETCTBYIOIIETO NPOPUI0  MOAYJIsS
«Obecneuenre MHGOPMAIIMOHHON 0€30MACHOCTH CUCTEM PAJMOCBS3H U BEIAHUS

H CIICIHNAaJIbHOCTH «P&I[HOCB?BB, TCICBUICHUC U PAOANOBCIIAHUC)) .

TpeGoBanus K KBaIU(PUKANNH NMEIATOTHYECKHUX KAPOB, OCYLIECTBJISIOMIUX
PYKOBOACTBO NMPAKTHKOM:

HH:KeHepHO-TIeIaroru4eckKuii  coCTaB: JUIUIOMHPOBAHHBIC CICITUANMCTHI —
MpernojiaBatesii  MEKIUCHUIUIMHAPHBIX ~ KYpCOB M Y4E€OHBIX  JUCIHIUIUH
o01enpodecCuOHAIBHOTO IIUKIIA.

Macrtepa: nHaymuue 5-6 KBaIM(UKAIMOHHOTO paspsAga ¢ 00s3aTeNbHON

CTOXXUPOBKOW B TPO(PMIIBHBIX OPraHU3aIMAX He pexke 1-ro pasza B 3 rona.
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5. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUA
MMPO®ECCHOHAJIBHOI'O MOAYJIS (BUJA TPO®ECCUOHAJIBHON

JAEATEJIBHOCTHN)
PesyabTarnl DopMbI U
(ocBOEHHBIE OcHoBHbBIE MOKAa3aTeJIn METO/AbI
npodeccuoHaIbHbIE OLICHKH pe3yJbTaTa KOHTPOJISI U
KOMIIETEHLIVIM) OIlCeHKH
Hcnonb30BaTh NPOrpaMMHO- | — TIOPSIIOK IPUMEHEHUS Texywuu
anmapaTHbIC CPEJCTBA 3AIUTHI | IIPOrPaMMHO-AIIIaPaTHBIX KOHMPOTb 8
uH(OpMAITUU B CUCTEMAX CpEICTB 3aIUTHI Gopme:
PaIMOCBA3U U BEIIAHMUS. HH(POPMALINH; - mecmuposaHue,
— HU3JI0KCHHUE - sawumal

KpUNTOTpaQHIeCKUX METOJIOB
3aIIUTHl THPOPMALIHH;

— 000CHOBaHHE BBIOOpA
IpOrpaMMHO-aINapaTHBIX
CPEICTB 3alIUThl HHPOPMAIIHIH.

[IprMEHATH CUCTEMBI aHATIA3A
3alTUIIEHHOCTH IS
OoOHapyXeHUsl YSI3BUMOCTH B
ceTeBOil HHPPACTPYKTYpE,
JlaBaTh PEKOMEHAIUH TI0 UX
yCTpaHEHUIO

— COOTBETCTBUE PEUIEHUN I10
uHGOPMAITMOHHOU
0€30MacHOCTH yrpo3aM
YSA3BUMOCTH CETEBOU
UHOPACTPYKTYPHI;

— UBNIOKEHUE METOINKHU
aHaM3a 3aIlUIEHHOCTH
ceTeBOi MHPPACTPYKTYPHI.

OoOecrieunBaTh O€30MaCHOE
aJIMUHUCTPUPOBAHUE CUCTEM
U ceTen

— MPUMEHEHHE IMPOrPAMMHBIX
U anmapaTHBIX METOIOB
TECTUPOBAHUS OE30MTACHOCTH
CHCTEM U CETEH;

— JIEGMOHCTpAIIUS HaBBIKOB
0e3011acHOro
KOH(UTYpUPOBAHUS CUCTEM U
CETEN PAIMOCBSA3U U BEILIAHUS

omuemos no
1a60pamopHbiM U
NpaKmuyecKum
3AHAMUAM.

3auemul no
VuebHOU U
npoU3800CMEEHHO
U npakmuxke
npogheccuonanvbHo
20 MOOYIJIAL.

Keanugurxayuonn
blil OK3AMEH NO
MOOYIIO.

(DOpNHJ N MCTOJbl KOHTPOJI M OLCHKHU PC3YJbTATOB O6quHHH JOJIDKHBI

MO3BOJIATh  MPOBEPATH

y 00ydarmnmxcs

HE TOJIBKO

c(hOpMHUPOBAHHOCTH
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po(PeCCHOHANIBHBIX KOMMETEHIIMH, HO W pa3BUTHE OONMX KOMIETEHIUHA U

00ecreunBarOIIUX UX YMEHUH.

DopMbI U
Pe3yabTaThl
OcHoOBHbBIE IOKA3aTEH MeTOAbI
(ocBOCHHBIE 001IME
OLICHKH pe3yJibTaTa KOHTPOJIS U
KOMIICTEHLMH)
OLICHKH
[ToHMMAaTh CYIIHOCTh U — JEMOHCTpAIUS UHTEpeca K Humepnpema
COLIMAJILHYIO 3HAYMMOCTh CBOEH | Oymymieit mpodeccumu. yus
Oyaymieit mpodeccun, pe3yibmamos
IPOSIBIISITh K HEH YCTOMYMBBINA Haoba00eHul
UHTEpPEC 3a
OpraHu30BBIBaTE COOCTBEHHYIO | — BLIOOP U IPUMEHEHHE oesimenbHOCm
NeSITEIbHOCTh, BHIOMPATh METO/IOB U CIIOCOOOB PEIICHUS b10
TUIIOBBIE METOJBI U CIIOCOOBI Ipo(heCCHOHATIBHBIX 3a7a4 110 obyuaioue2o
BBITIOJIHEHUSA obecnieueHuto HHGOPMAIIMOHHOM | €A 8 hpoyecce
HpO(l)eCCI/IOHaJIBHBIX 3ajgad, 0e30MacHOCTH CUCTEM 0OCBO€HU-A
OLEHUBATh UX YPPEKTUBHOCTh | PagUOCBA3Y; obpazoeamen
1 Ka4€CTBO — orneHka 3 PEeKTUBHOCTH U bHOU
KauecTBa 00eCrieUeHHs npocpammel

nH(pOpMaITMOHHOM
0e30MMacCHOCTH CHCTEM
PaNOCBSI3H.

[IpuHUMATh pelieHus B
CTaHJIAPTHBIX U HECTAHAAPTHBIX
CUTYyallUsIX U HECTH 3a HUX
OTBETCTBEHHOCTH

— BBIOOp ¥ IPUMEHEHHE
METOJIOB U CITIOCOOOB PEILICHHUS
npodheCCUOHANIBHBIX 3aJ1a4 10
o0ecreyeHn0 HHPOPMalOHHOM
0€30MacHOCTH CUCTEM
PaNOCBSI3U.

Ocy11ecTBISATh HOUCK U
UCII0JIb30BaHUE UH(OpMALIHH,
HEOOXOIUMOM 1

() PEKTUBHOTO BHITOTHEHUS
poheCCHOHANIBHBIX 3aJ1a4,
Ipo¢eCCHOHAIILHOTO H
JUYHOCTHOTO Pa3BUTHUS

— 3(pheKTUBHBIN TTONCK
HEe00X0AMMOW HH(pOpMaAUK B
pa3IMYHBIX UCTOYHHUKOB,
BKJIIOYasl QJIEKTPOHHBIE.

Hcnons30BaTh
MH(}OpPMAIIMOHHO-

— paboTa Ha
TEJICKOMMYHUKAITHOHHOM
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PesyabTartsl
(ocBoeHHbBIE 001IHE
KOMIIETEHLIMH)

OcCHOBHBIE MTOKA3ATEJH
OLIEHKH pe3yJibTaTa

DopMbI U

METObI

KOHTPOJIAl

OIICHKHU

KOMMYHUKAIIMOHHBIE
TEXHOJIOTUU B
npodeccuoHaNbHON
NEeSATEITbHOCTH

00opy0BaHUH.

PaboTaTh B KOJUIEKTUBE H
KoMaH/1e, 23 (HEKTUBHO
00IIaTHCS C KOJIJICTaMH,
PYKOBOICTBOM IOTPEOHUTEIIIMU

— B3aMMOJICHCTBHE C
00y4JaroIMMHucCH,
MIPEToIaBaTeIIMUA U MacTepaMu
B X0Ji€ OOy4eHUSI.

Bbpatb Ha ce0s1 OTBETCTBEHHOCTh
3a paboTy WIEHOB KOMaH/IbI
(MOTYMHEHHBIX ), pe3yIbTaT
BBITIOJTHEHUS 3aJaHUN

— MPUMEHEHHUE
npo¢eCCUOHANIBHBIX 3HAHUH U
HAaBBIKOB;

— caMOAaHaJMN3 U KOPPEKIUs
PE3yNIbTAaTOB COOCTBEHHOM
paboTHI.

CaMOCTOSITETPHO OIPEIETISATh
3a1auu po(HEeCCUOHAIIBHOTO U
JUYHOCTHOTO Pa3BUTHS,
3aHUMAThCS
caM000pa30BaHUEM, OCO3HAHHO
IJIAaHUPOBATH MTOBHIIIICHHUE
KBaJIu(DUKAITNH

— OpraHu3anus
CaMOCTOSATENbHBIX 3aHATUH TIPH
U3y4eHUH Npo(hecCUOHATBLHOTO
MOZYJIS.

OpueHTUpPOBATHCS B YCIOBUSIX
JacTOM CMEHBI TEXHOJIOTHH B
npodeccCuoOHabHON
JIeSITEIbHOCTH

— aHaJIM3 MHHOBAIMH B 00JIaCTH
nH(pOpMAITMOHHOM
0e301acHOCTH CUCTEM
PaNOCBSI3H.
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